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For the continuation of today’s orderly and responsible U.S. and world
financial systems, one of the major pillars is confidence in the market for trading
U.S. Treasury issues. Having served as a broker-analyst since 1948,
when | graduated from Merrill Lynch's eighth trading class, | am deeply troubled
by the news that you may be about to permit a privately owned company by the
name of Cantor Fitzgerald to establish an in-house electronic market exchange
for U.5. Treasuries.

Ceoncerns among some of us market analysts are based on the following:

1. Won’t such a development require the New York Cotton Exchange and the
CFTC to establish new large supervisory groups to oversee the financial
integrity of such a private market and its employees and its owners and its
board members and its clearing operations? The record of recent years
demonstrates that both a large Japanese bank and a giant British bank were
unable to maintain reliable supervision over their employees’ activities in

copper and currencies. This error created costs of several billion dollars.
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2. When electricity and satellite transmissions are disrupted by power failures or
terrorists or atomic piant breakdowns or by bank and currency and
government collapses, what financial resources and legal depth will there be in
this new organization and its members to cover the trading disruptions and
costs of out-trades and errors?

3. Hackers are attracted to money and the challenge of stealing funds from
established electronic accounts. The new financial and legal troubles
resulting from this activity, it seems to me, will have to be adjudicated by you
members of the CFTC.

4. Are we all becoming too much obsessed by the philosophy of competition...
as well as by the developments of the electronic marketplaces in Europe?
| submit, their markets have yet to be subjected to the experiences of time and
crises trading volume jam-ups. Should America move cautiously until the
more novice exchanges demonstrate the ability to survive abnormal
international and unpredictable financial stresses?

5. Margaret Thatcher, the former prime minister of Britain, states t'hat when the
Euro is adopted as a common currency in six months, the currency system of
Europe will collapse within three years. If she is correct, will the fledgling
electronic markets of Europe and their sponsors be able to financially survive
such an enormous worldwide trade crisis? How well will they serve during a

major Japanese or Russian or Chinese financial crisis?
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6. Foreign governments, such as Iraq or Iran or Russia or China, can develop
their own interests in manipulating and creating turmoil in American bond and
currency markets. The world’s international and domestic banks and
insurance companies and other investors in U.S. Treasuries benefit from an
open outcry market by the transparency presented when brokers are buying or
selling...and their volume. Also, the announced “price discovery” and the
avoidance of “order matching.” Such integrity insurance will not be as clear to
the public world via private electronic markets. {Only Cantor’'s money
interests will be “in the know.”)

7. Enclosed are a number of news items and alerts from some financial market
analysts which warn us that in contrast to the tutures industry, some of
America’s banking and insurance computers are not yet formulated to move
into the Year 2000...and will not be ready because they are operating with
difficult-to-update old main-frame IBMs. A GAO report is noted regarding the
lack of some government preparedness by the Social Security and IRS and
Medicare divisions. A spokesman for Vanguard, America’s second-largest
mutual fund observes,” If somebody hasn’t started yet (to adjust), it is very
doubtful they will be able to finish on time.” The Russian government has just
issued a press release which says it may not be prepared to fully resolve the
prdblems of conversion by the Year 2000. Earlier this month, Representative
Steven Horn, California, announced his latest report card for Federal agencies

struggling to correct the dreaded Year-2000 problem...is an F.
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Your attention is directed to the observations presented in the enclosed
overview of the developing “world crisis” as seen by Gary North, Ph.D.

Is there wisdom in delaying your decision regarding the creation of an
untested, electronically traded market system for U.S. Treasuries for two years

until the middle of the Year 20007?

Respecttfully submitted for your consideration,

R. Conrad Leslie

Enclosed are some pertinent copies of late newswire stories and analyses

relating to the above subjects.



Y2K no cause for panic dﬂgﬁ,g

Financial planners are concerned about Millennium Bug,
but caution against making rash investing decisions

‘m not dumping all my stocks and
mutual funds, pulling money out of
the bank or hoarding gold. And I
don't believe all electric power will
go out, planes will fall out of the
sky and our computer-lependent world

will come crashing down at 12:00:01 a.m.

on Saturday, Jan. 1, 2000.
But neither do I dismiss the w.

of Those Who fear that the ennium
ng—computers reading the date 01/01/

00 as Jan. 1, 19mimtead of2000and

The tough job is separatmg e
facts—and the valid concerns raised by
many people familiar with the prob- -
lem—from the self-serving hype of those
who stand to profif from mass panic
over this “Year 2000 or “Y2K" problem.
“One of the things that detracts from
the possible seriousness of this is the
bunch of newsletter promoters running
around talking about Armageddon,”
said Henry Montgomery, a certified
financial planner in Minneapolis.
Montgomery’s views typify those of
most financial planners interviewed for
an article about the Y2K problem in the

most recent issue of the Journal of .

. Financial Planning, a magazine for
financial professionals put out by the
Institute of Cerﬁﬂed Financial Planners
in Denver.

One of the planners’ concerns is that
scare headlines and predietions of a
financial meitdown will prompt nervous
investors to make rash—and :
improper—decisions.

“It's defimitely a concern, but we're
not in a position to start screaming
fire,” said David Lull, a certified finan-
cial planner in Denver. .

Letmemake:tclearlamnoexpeﬂ

_on computers or the Y2K problem. I've
been reading so much and talking te so
many people about it, though, that I feel
I have taken—no pun intended—a crash
course. And it has been enough to tell

me 8 not a problem we can dis-
@w% SR

“We are ve &
Year

self-regulatory arm o afio
Association of Securities Dealers, which
oversees the nation's brokers.

While the major brok "
in pre a their prepa-
ations, many smaller fj.rms are not and
will o 5 ep up , acha-
piro said.

-Time is against them. The experlence
of many who've dealt with the issue is - .

that the Year 2000 problem cannot be
fixed guickly. :
Take Vanguard, the natlon s second

T mutual f'ﬁﬁ'd up. The com-
%%m%ﬁnnmg new
“2000-compliant” computer code, began
working on the Y2K problem with a .
handful of workers in late 1996 and now

~ hasn't started

em,” said Mary Scha- .. .
, president of NASD Regulation, the -

' has more than 100 employees and out-

side consultanis assigned to the project.
“We knew it would take time and
that's why we started as early as we
did,” said Brian Mattes, a spokesman
for the Vanguard mutual funds. “And
we are very glad we did. Irsomebcﬁ!
'it is yei
a in time,”"
gges nges of
the YZK problem-—-the deadline cannot
be pushed back. -
Andwevea]readyseenasneakpre
view of the some of the possible
havoc—credit cards that expire in 2000
have been rejected by many store com-
puter systems, and some sySTEMS Lave
Crashed fryIng to process i
nd Deceinber

n E:]

'NETV_ add this problem: Companies
spend so much money trying to fix their

~computers that even if they sucoeed—

and just as impoertantly, the companies
with which they do business also suc-
ceed—the cost will eat up their profits.

Or, in the worst of cases, drive them
out of business.

Most of the planners interviewed for
the Journal article are more optimistic
than that, They do not anticipate wide- -
spread computer fallures that would

cause a major collapse in the American .

economy. Disruptions here and there,

yes. But not the dire forecasts of some
K1

~THaT doem't mean the planners are’
not worried, particnlarly about the abil-
ity of businesses and governments in
Asia and Eurcpe to be “2000 compliant”
by the. year 2000, -

“That, too, is 2 concern of many money B

- mutual funds. As the economic troubles

in Asia have shown, disruptions over- -

seascanhaveaveryadverseimpacton a
-meU&economy o

So what to do? Nothing drastic for

i now. but keep informed. Much more

will be known in the next few months

as many computer users and businesses

test their readiness and keep studying
the issue.
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The Day the World Shuts Down:
A Spemal Report on the Year 2000 Computer Cr15|s

and What It Means for You

A Report from Bruce T.'ppery, Pubhsher

= F-; H B

Newsweek calls it “the day the world ‘shuts dowu,” and
“the event that could all but paralyze the planet # L ond

What in the world are they talking about? They re talkmg
about what is popularly being referred to as “the Year 2000
computer bug,” or “the Y2K problem” for short. You've
probably heard at least a little bit about it through the
conventional media. But if you are not thoroughly familiar
with the Y2K problem you need to get familiar with it —
FAST!

1 want to give you a brief overview of the critical nature of
this looming global disaster, and the dramatic — . and
potentially dangerous — changes it’s going to make in your
life over the next 12 months and beyond... My hope is that
the Y2K crisis will mark the beginning of the end of
centralized, authoritarian govemment around the world. My
fear is that we face truly difficult times.

In a nutshell, the Y2K problem is the trigger that is
about to cause a massive, date-semsitive worldwide
computer erash — a crash of such gargantuan proportions
that it will literally bring down govemments. It may even
bring down ours. (I’'m not exaggerating, Stick with me here.
Please. You'’re in for quite an eye-opener.)

Why This Tragedy Is About to Unfold...

This tragedy is about to occur for one simple reason: tack
of foresight. You see, back in the 1960s, the programmers

who wrote the original — but now antiquated — code for
mainframe computers tried to do their bosses a favor. They
fried to save them some valuable computer memory by
Teaving off two little digits from dates programmed into_the
tens o i0As of lines © € T 0 run each
computer.

For example, the year 1965 was shortened to “63,” the

year 1977 was shortened to “77,” and so forth. A harmless

shortcut, it would seern. Until you reach the year 2000, which
the world’s mainframe computers have been programmed to
read as “00” — at which point, they will automatically revert
back to the year 1900!

You see, programmers in the 1960's never thought that
business, govemment and finance would still be dependent
upon the same giant mainframe computers in the year 2000
that they were using back then. They assumed everything
would change in a decade or so. So they didn’t worry about
the date shortcuts they had imbedded into the millions of lines
of code each computer rmuns on. Unfortunately, their
assumption was dead wrong. We are still using the same old
mainframes. Only now, our society, and the entire westem

_mdustﬁahzéd WOl'ld,. is so dependent upon those very
__mamﬁ'amesthatmthout them, pothing can run the way it was
originally - programmed —- no govemment agency ..no

banking or financial institution ..no major businesses ..no
significant electric power or utility company ...no telephone or
communications company ..no commercial airline company

..o commercial broadcasting company ..not even the U.S.
military can be run without those mainframes!

That’s right. These are the w same inframe
computers that now control the vast majority of America’s
financial, political, business and even military infrastructure,
%5 well as that of every major industrialized nation, including
Japan, the Asian powerhouses, western Europe, and most of
Russia. So what’s going to happen? Let me explain: When the
year 2000 rolls around, many (if not ail) of these behemoth
computers will revert back to the year 1900 — and wreak
havoc on every date-sensitive transaction they are
programmed to make. Other mainframes will just freeze up,
causing a total disruption in the flow of critical financial and
business data from around the world. And still others will
begin to spew out corrupt data that will wreck the internal
calculations of every computer they trade information with,
not just nationwide, but globally!

How serious is the situation? It is critically serious. Right
now, I’'m going to give you a brief synopsis of how Y2K is
likely to affect you personally. After that, I'm going to reveal
three dirty little secrets about Y2K which your federal and
state governments don’t want you to know yet — suppressed
information that spells doom for much of the world’s
financial, business and political infrastructure long before the
year 2000 arrives. First, let me give you an idea of how you
will most likely be affected by the Y2K problem:

B Your local bank is controlled by a powerful mainframe
computer. In all likelihood, that computer is abouwt to
crash!

B Your local city water supply system is controlled by a
powerful mainframe computer. That computer, too, is
about to go down!

M Your local and regional electric power grid is controlled
by a powerful mainframe computer. These computers,
because of software design and computer chips designed
to fail, are on schedule to malfunction!

B Your local natural gas supply is controlled by a powerful
mainframe computer. You guessed it, that computer is
about to crash!

W Your favorite commercial airline is controiled by a high-



" tech guidance system which is in tumn controlled by a-

powerful mainframe computer. That computer won 't make
it either! _ i _
B Your brokerage firm is controlled by a powerful
mainframe computer, which keeps track of all of your
stock, mutual fund and other investment accounts. You can

kiss that computer goodbye (and quite possibly the

information it contains — your investment records!

B Your local hospital’s intensive care unit, neonatal unit, X-
ray equipment, CT scanners, patient-record - databases,
blood bank dating systems, and prescription dispensing
systems are all controlled by programmed computer chips,
millions of which are programmed incorrectly. In all
likelihood, those computers won't work after 1999!

B Your local police department’s emergency 911 system is
controlled by a powerful mainframe computer. n all
likelihood, that computer is about to crash!

M Your local telephone company is controlled by a powerful
mainframe computer, Will it work afler 19997 Unlikely!

B Every major retail store in your town (your local Wal-
Mart, your local J.C. Penney, your local Sears, your local
Home Depot, your grocery store, etc.) stocks goods that
are brought in by railroad. Today, old-fashioned manual
switching yards no longer exist. Instead, the nation’s
railways are controlled by mainframe computers. These
systems, foo, are programmed not 1o work after 1999/

Are you beginning to get the picture? I hope so. Because
what you are facing is a world suddenly devoid of the modem
pecessities and conveniences that you, and everyone you
know, have grown dependent upon. Things like a ready food
supply. 24-hour-a-day telephone service. Safe and reliable
banks and investment services. Clean water pumped to your
house. Electric power to your home and office. A high-tech
health care system. Rapid-response police, fire and emergency
services. All of this, and much more, are about to be severely
disrupted — maybe for months, maybe even for years.

It just can’t happen, you say? Well, that was my knee-jerk
reaction too. Until I started reading the data for myself. Here
are just a few of the startling facts that are being kept hidden
from you:

When the Hawaiian Electric utility system in Honolulu
recently ran a series of special tests on the computers that
control the city power grid to see what would happen on
January 1, 2000, the power system simply stopped working!
Listen, most other U.S. cities haven’t even started thinking
about the power problems they face in relation to Y2K, much
less testing their power grids under 2 Y2K scenario. And
because a “fix” for an average mainframe computer takes not
months, but years to complete, many experts agree that it is
already too late to solve the problem in time.

(For example, the Social Security Department has had
computer programmers working for five straight years on
their Y2K problems. So far, they have fixed only six million
lines of the 30 million lines of code their computers run on.
With just over a year left before the year 2000 rolls around,

how are they going to get the other 24 million lines of code

* fixed in time? Ask them yourself. They won’t answer you.

They can’t. Without a miracle, the task is impossible.
Furthermore, Social Security faces an additional 30 million
lines of code in state administered computer systems outside
of their direct control which must also be fixed for the entire
system to work!) o

Here’s another frightening little tidbit you need to know
about: The Nuclear Regulatory Commission is also getting
nervous about Y2K. Very nervous. In a recent internal memo,
they warned that Y2K-related computer glitches could affect
“security control,” and “radiation monitoring” as well as the
agency’s ability to calculate the public health hazard posed by
radioactive fuel releases. When the computers that run the
nation’s nuclear power plants cannot reliably monitor the
regulatory compliance of those plants (remember, we’re
talking about nuclear energy here, every aspect of which is
heavily controlled by the federal bureaucracy), they will be
closed. Nuclear power plants supply 20% of America’s power
— in some regions, 40%. (Even more frightening is the fact
that our electricity is provided by a power Grid — an
interconnected, interdependent system for electricity transfer.
A falling tree in Idaho recently caused outages in California.
Now we face the likely probability of wide-spread, chain-
reaction power-grid shut-downs because of systems failure!) 1
don’t know about you, but I don’t see very well in the dark!

And What About the Banks?

As Newsweek reports, “Banks and other financial
institutions generally will go bonkers if they don't fix the year
2000 problem.” In their worst case scenario, the magazine
states, “The entire financial infrastructure, including the stock
market, will go haywire. Balances, records and transactions
will be lost.”

Please listen carefully: Even the Senate Banking
Committee is quietly but urgently warning the nation’s banks
to prepare for the distinct possibility that errant computers
might erase the last 99 years’ worth of bank records!

It is all too likely that we’re talking about a complete
meltdown of this nation’s banking and financial system. And
according to the experts, the rest of the world is in the same
boat. In fact, virtually every major industrialized country is far
behind the U.S. in attempting to deal with the Y2K problem.

Once again, please listen to me carefully: Today, not one
bank in the entire western civilized world has officially stated
that it — and its interconnected web of operations — is Y2K
compliant. If one was, that bank’s entire board of directors
would be gleefully shouting that information from the
rooftops. But I don’t hear any shouts, do you? If you see
bankers on the roofiops, trust me, it’s because they’re gefting
ready to jump. Co

Even the Federal Reserve System, our nation’s central
bank, is not Y2K compliant. How far along are they? Once
again, please listen to me carefully: They have not even
started working on the problem. They are “assessing” the
problem. (Again, consider Social Security: they began




working on their Y2K compliance problem nearly six years
ago- The last tangible report I have as of June, 1996, says they
were not even one-third of the way done (Sept. 15, CIO
Magazine). The likelihood of them finishing the needed
repairs in time is about as high as the likelihood of Ronald
Reagan running for President again. They will not be ready in
time. The Social Security system will go down, less than half
repaired. The Federal Reserve System hasn’t even starfed
repairs. They’re busy assessing. My best guess: they will go
down completely unrepaired. There is simply not enough tune
left to complete repairs, and they know it.)

As Senator Daniel Moynihan (D-NY) recently asked in a
private letter to President Clinton, “...what happens to the
economy if the problem is not resolved ...Are corporations
and consumers not likely to withhold spending decisions
and possibly even withdraw funds from banks if they fear
the economy is facing chaos?”

They will withdraw funds from banks all right. They will

do it in droves. By the tens of millions.

As economist and Y2K expert Dr. Gary North states,
“Today, we face’ the mother of all bank runs. Even if some
miracle happens and an optimistic 80% of the mainframes
this country runs on could be fixed in time — and believe me,
it would take a miracle — the remaining 20% of non-
compliant computers would still send corrupted data into the
compliant mainframes and wreck all of their data. The
problem is self-perpetuating. The simple truth is this: If you
can't fix all of the computers, there’s no use in fixing any of
them because of the data corruption problem. And at this
point in time, they simply cannot fix all of these computers.
The banking system is doomed, And you had better get
prepared for it — now — while there is still time!”

3 Deadly Secrets Youw’re NOT Being Told...

Most experts — including those quoted by Newsweek —
argue that Y2K-related computer problems won’t start until
January 1, 2000. Of course, that’s when the computers will

innocently roll over from the year 1999, and start reading the
new year as 1900 instead of 2000.

But there’s something you need to know about right now...
something you 're not being told. 1t is this: you’re not going to
have to wait until the year 2000 for these devastating
disruptions to begin. That’s because they are all ready starting,
as you will see in just a moment. In fact, there are three deadly
Y2K secrets that are being held back from the public by the
govenment and the conventional media. Without this
knowledge, you and several billion other unsuspecting
individuals are going to end up trapped in the midst of a
snowballing crisis that could destroy literally everything
you’ve ever worked for long before the year 2000 ever gets
here. Here’s what I’m talking about...

Secret #1:
The “Fiscal Year” Secret...

Many state governments work in terms of fiscal years.
And somewhere around the summer of 1999, when their
computers begin calculating data for the fiscal year 2000 (this

starts on July 1, for example, for the state of New York),
pandemonium is going to break loose when computers start
reading the date as “fiscal year 1900” instead of “fiscal year
2000.”

.80 what’s going to happen? Well, let s look at the issue of
date-sensitive state govemnment contracts as just one prime
example. When state government mainframes begin to
misread the dates on independent vendor contracts, thinking
them to be over 100 years old, they will simply consider the
contracts expired, invalid or obsolete, and will automatically
cancel them! Since many mainframes are programmed to
automatically delete out-of-date files, these contracts will
simply no longer ‘exist. I'm talking about the sudden
disappearance of all data on literally tens of thousands of state
government contracts, nationwide! Vendors will not get paid.
Services will grind to a halt,

Please take about 30 seconds for a crucial mental exercise.
Imagine for yourself the utter chaos that will break loose in
the business and financial markets, as tens of thousands of
state govemment contracts around the country are.
unceremoniously, and erroneously, canceled and deleted. Will
this be the wakeup call that will send the private sector
markets crashing? Then, take another 30 seconds to think
about the effect of this snafu on the state you live in. Law
enforcement, fire fighting, transportation. We take most siate
and local government services for granted. And remember,
this initial failure is going to happen in the summer of
1999, well before the year 2000 ever gets underway!
(IMPORTANT: These “Fiscal Year” failures may be your
final warning tip-off indicator for the coming Y2K crash — or
it may be too late to take steps for your personal protection.
My advice? Take steps now, before these preliminary break-
downs take effect!)

Secret #2:
The “Code 99" Computer Shutdown Secret...

Another big secret the government does not want you to
find out about is the unsolved problem conceming computers
that are programmed to interpret the digits “99" as meaning
“cease all computer functions.” You see, back in the 1960's,
programmers needed a simple way to shut computers down
for maintenance or repairs. Not thinking very far into the
future, they used “99" as the code for that command — the
same two digits that would someday represent the year 1999!
Talk about lack of foresight! This means that, without
warning, many of the world’s mainframe computers are
simply going to shut themselves off on January 1, 1999
(when the computers roll over from 1998), a full year
before people are expecting any problems.

Which computers? It doesn’t much matter (there is such
massive data exchange, all it takes is one computer to corrupt
the entire financial information system). What really matters
is what will happen to the world’s financial markets, the
world’s political systems, and the world’s business
infrastructure when this sudden disruption in the flow of key
financial and business data strikes. How will you get money
from your bank, if its computers have shut down? Will your




‘local ATM work? What happens to your local water supply
when the mainframe computer that regulates it suddenly shuts
down for no apparent reason? How will you and 40,000 other
customers buy groceries when the computer that controls the
automated price scanners, the cash register and the store's
inventory system quits functioning? :

And think about this: State govemment computers will be
making their fiscal year 1999 calculations during summer
1998, What’s going to happen at that time when a government
computer reads the “99" as an order to shut down operations?
As you can see, the “year 2000" problem is really a “year
1998" problem. You may have less than 6 months to prepare,
Clearly, this high-tech thunderstorm is moving in FAST. In
fact, faster than you can imagine. '

Secret #3:
The “Forward Calculations” Secret...

The third big secret I promised to tell you about is what I
cali the “forward calculations” secret. This is the secret that

has already set the Y2K problem in motion, years ahead of

schedule. You see, the truth is, computers throughout the U.5.
and around the world are already beginning to show the initial
signs of systems-wide failure. But what’s happening is
being quietly swept under the rug, out of fear of mass
public panie.

Here’s what you need to know about this situation: Most
mainframe computers are programmed to make calculations
vears into the future. Consider, for example, the computers
that control the data for this country’s major insurance
companies. They must calculate mortality rates, insurance
costs and contractual liabilities years ahead of time. It's an
integral part of that business. But what happens today when an
insurance company’s computer begins to calculate rates and
costs into the year 2000 and beyond? You guessed it. Much
like the “fiscal year” problem, the computer reads the “00" as
1900 instead of 2000. Suddenly, the computer interprets your
policy as being over 100 years old ..your account is
interpreted as being obsolete ..and zap ..your insurance
policy is automatically canceled and deleted!

(Another important warning: As with the world’s banks,
not a single major insurance company on the planet has yet
announced that it is Y2K compliant. Not one. They are not
even talking about the problem publicly. Why? Well, if you
lmew that the insurance company you've been paying
premiums to for the past few decades had less than 36 months
..maybe even only 12 months ...before all of its data crashed,
would you keep paying your mouthly premiums? Wouldn’t
you cash in your policy? And if you were one of those major
insurance companies, would you be a “good guy” and tell
your hundreds of thousands of customers worldwide about the
serious nature of this problem, knowing in advance how they
would react? 1 think you know the answers to those
questions. )

Stories about the “forward calculations” problem have
recently surfaced in a number of small city newspapers here in
the U.S., and around the world. But the stories have been “de-
emphasized” by the major media in order to help forestall the

inevitable public panic. For example... -
B Already, computers in Britain that keep track of food
inventories for large food chains have begun incorrectly
calculating the age of tons of fresh beef held in storage. In one
 recent case, the computers in charge of tracking beef
inventories thought the beef was over 100 years old, and
“ triggered an order for the desuiﬁ'ctiioq: of the entire inventory! _
B Here in the U.S. an emant state prison computer, confused by
~ quirky dates, miscaleulated the parole date of prisoners, and
freed them prematurely!... - - ¢ o - Lot I

® In numerous parts of the country, people with new credit
cards who were issued expiration dates of 2000 and beyond
found their accounts canceled or their cards locked out when
they made a charge — sure enough, the computers are
reading the “00” in the expiration date as “1900™!

B Elderly people bom before the year 1900 are already having
their insurance policies canceled. In one recent case, a women
bom in 1897 had her health insurance canceled berause the
insurance company computer could only read her birth date as
1997 — in essence, the computer thought she hadn’t even
been bom yet!

8 In Kansas, a 104 year old woman was recently sent a
computer generated notice from the education board,
notifying her to enter kindergarten!

The Problem Worsens...

And the problem is much worse than it appears on the
surface. Why? Because even now these wayward computers
are regularly exchanging data about you with hundreds of
other computers that also contain important data about you.
(For example, the computer at your credit card company
exchanges data about you with the computer at your bank.
And the computer at your bank exchanges data about you
with the computer at your brokerage house. And the computer
at your brokerage house exchanges data about you with
..well, you get the picture, right?) And when they exchange
data, any bad data about you in the errant computers will
corrupt the good data about you in the computers they just
“spoke” to. Like the 104 year old woman mentioned above,
one day you could be receiving your latest Social Security
check, the next day receiving your notice to enter
kindergarten. Scarier still, all your savings — everything
you've worked so hard for over the years — could be mixed
up, scrambled, lost because of bad information entering your
bank’s so-called “compliant” computer system. A bank error
is hard enough to straighten out in the best of times. When
virtually every bank customer is lined up at the door and
foderal bank regulators you have never met are put in charge,
how likely is it that you will be able to withdraw your savings
— let alone enough cash for this week’s groceries? Now,
multiply the corrupt data problem by every financial
institution you deal with, every public utility that provides you
with service, and every insurance company whose policy you
hold — all within virtually the same exact period of time!

And the truly scary part is, there is no reliable way to stop

this from happening, No quick fixes. No special software to
alleviate the problem. And nowhere near enough experienced




prbgramm‘ers to find the tens of thousands of date-sensitive
fines of code, hidden among the literally millions of lines of
code that run each one of the world’s mainframe computers.

Even Newsweek says','l"Forget about a silver bullet. It
seems that in most mainframe programs, dates appear more

often than “"M*A*S*H” reruns on television — about once

every 50 lines of code, with many computers “containing
millions, if not TENS of millions of lines. Typically, it's hard
to find thosé particular lines, because the original programs,
offen written in the ancient COBOL compuiter language, are
quirky and undocumented.” o R

(As a brief aside, what about our country’s computer-
dependent, high-tech military infrastructure? Surely the
Department of Defense will come up with a solution to this
problem in time. Well, not if you believe what Assistant
Secretary of Defense Emmett Paige, Ir., recently said, when
he testified before Congressman Steve Hom’s subcommittee
on Govemment Management, Information and Technology.
He wamed matter-of-factly: “We face a firm deadline and
there is no ‘silver bullet’ product in the marketplace to find,
fix, and test all of the changes required.” Could this be why
both Newt Gingrich and Al Gore recently went to Red China,
bowing and scraping like penitent altar boys before the
butchers of Tiananmin Square? Could this be why Congress is
again timidly voting to grant Red China “most favored
nation™ trading status? Don’t forget, Red China has the largest
standing army in the world, and a navy replete with highly
effective WWII-era battleships that are not — I repeat, not —
computer-dependent like ours. Today, our high-tech Navy can
hold the Chinese navy in check’ But in another 36 months
...24 months ...12 months??7)

Acceleration of Public Awareneés

 There’s yet another important reason we may not have
until the year 2000 to prepare for the massive disruptions in
government Services, banking, the investment markets,
business, public utilities and much more. It has to do with the
acceleration of public awareness of the Y2K problem.

Until very recently, the public has been kept completely in
the dark on Y2K. The U.S. govenment has done everything
in its power to forestall the inevitable public panic. But
slowly, the word is leaking out. And within a matter of
months, it is going to be forced out. You see, at least several
federal agencies have finally realized they have a fiducjary
responsibility to warn the public of the danger — particularly
as it relates to businesses and financial markets regulated by
the government. '

For example, Arthur Levitt, Chairman of the U.S.
Securities and Exchange Commission, recently sent an urgent
letter to registered investment advisors, informing them that
they are obligated under U.S. securities laws to begin
“discussing Year 2000 issues” with all of their clients,
particularly if they are “not confident that they will be able to
perform smoothly.” Apparently, the SEC has decided to divert
the blame to the “private sector.” Afier all, they are the ones
who’s only reason to exist is to protect investors. So what's
going to happen when brokers and other investment advisors

begin complying (probably in mid 1998) with the SEC’s
recent mandate? How many investors will suddenly begin to
grasp the magnitude of the problem, and react by pulling their
money out of stocks, mutual funds, bonds and money
markets? And what effect will this have on your investments?
You can bet that as the public catches on to the full
implications of the Y2K crisis, the result will be sheer panic;

" Furthermore, as if to compound the “acceleration of public
awareness” problem, legislation is about to be introduced in
carly 1998 by Senator Bob Bennet’ (R-UT) that will force

publicly held companies to tell their shareholders how' far
behind they are in Y2K compliance, and what this could mean
to shareholder investments. As shareholders discover the true
extent of this looming danger to their investment nest eggs, do
you really believe they will leave their life savings in harm’s
way? Highly unlikely. They will do exactly what you would
do — they will begin pulling their money from the markets.
Pandemonium will reign. And that pandemonium will trigger
what Gary North calls “the mother of all bank runs.”

What’s more, as the government begins to further mandate
public awareness of the looming Y2K crisis, the conventional
news media will finally begin to sink its teeth into the story.
Already, in-depth stories outlining the severity of the problem
have appeared in Newsweek, The Wall Street Joumal, The
Financial Times_of London, and England’s prestigions The
Economist. But these are not the news sources the vast
majority of average Americans depend upon. It is when this
story finally becomes a staple on the ABC, CBS, NBC and
CNN nightly news broadcasts — and believe me, it will, and
soon — that the inevitable public panic will strike full force.
The sudden acceleration of public awareness will see Lo it.

The big question is this: Will you be prepared in advance
of the panic? Do you even know where to start? (I give a few
basic guidelines at the end of this letter. Be absolutely sure to
read them. Also, be sure to read the accompanying letter that
tells you how to get a copy of the extensive Y2K
Preparation, Protection and Survival Kit that I've
prepared. Tt will help you better understand how to fully
protect yourself and your family so you’re not caught in the
mass public panic that is sure to ensue as the general public
catches on to the seriousness of the Year 2000 situation.

Consider just a few -of the things the general public is
about to leamn as their awareness of this brewing maelstrom
accelerates:

B The Center for Disease Control has been unable to confirm
whether or not the anti-contamination systems for lethal
viruses, bacteria and other deadly disease-carrying organisms
they have in storage will be operational in the event of Y2K-
related power grid problems. These pathogens include some of

_ the most ghastly and temifying biological agents knowm to
man. Will the CDC be able to keep them under control? So far,
they can’t say for sure one way or the other! '

B New York’s State Comptroller now admits that not one of the
81 state agencies he oversees have even completed their Y2K
compliance studies, much less begun repair work on their
systems. He says the state does not have sufficient funds to




‘complete the task by February 1999, when their systems must
be loaded for the next fiscal year. Barring a miracle, New York
computers will begin crashing a full 10 months before the Year
2000 rolls around!

B New York is not alone in its heel dmggmg A November 1997
survey conducted by the State and Federal Summit Meeting on
the Year 2000 Problem revealed that less than 11% of state and
federal agencies have even finished the “planning™ stages of
their Y2K compliance drives. Only 28% had started the
“problem definition” phase of the work, and only 27% had
started the “information gathering” phase. (Remember, it has
taken the Social Security Administration nearly six years to
complete only one-third of their needed repairs, The vast
majority of federal and state govemnment agencies have not
even made it to the planning stages, much less started repairs!)

B Washington state’s Department of Financial Institutions
recently sent an urgent memo to the Boards of Directors and
Chief Executive Officers of all state banks, warning them to
expect a significant rise in Y2K-related bankruptcies among
their business customers that could threaten “the safety and
soundness of banks in this state.” It read, in part, “Many
experts believe”there will be a rise in bankruplcies among
businesses failing to complete timely Y2K renovations... Most
businesses will feel the effects in their cash flows, which may
impair their ability, to manage and service debt.” The
depariment also firmly wamed the bankers, “We want o
convey to you the seriousness of the problem... Y2K poses
challenges of unprecedented urgency and complexity... (It
represents a challenge of major proportions that will not go
away.” '

¥ In November 1997, Federal Reserve Board Chairman Alan
Greenspan quietly admitted that the nation’s banks absolutely
must be 100% compliant. He stated that even 99% compliance
would not do. Congressman James Leach, Chairman of the
House Committee on Banking and Financial Services followed
up by stating, “Jt takes litle imagination to picture the ricochet
effects that malfunctioning computer systems could have on
important bank operations ...all financial institutions must be
ready; federal and state regulatory agencies must be ready;
data processing service providers and other bank vendors
must be ready; bank customers and borrowers must be ready;
and international counterparts must be ready.” Yet to date,
not a single bank in the entire U.S., Canada, or Europe has
officially stated that it, and its interconnected web of
operations, is Y2K compliant. Perhaps this is why
Congressman Leach concluded his speech by stating, “Despite
reasonable efforts by institutions to correct Year 2000 issues, it
seems inevitable that some unforeseen problems will arise.”

B States are already quietly passing legislation giving themselves

full legal immunity from lawsuits due to Year 2000 related .

problems such as suits over lost welfare benefits. Nevada has
passed such legislation, West Virginia is on the verge of
passing it, and other states are sure to follow suit as the
enormity of the problem dawns on them.

W The Social Security Administration now admits it has
absolutely no contingency plans for a Y2K failure.
Furthermore, as this report was going to press, the Social
Security Administration had just admitted that an additional 33

million lines of computer code — in 50 different state
administered Social Security programs — have. been
discovered. Since it has already taken the agency nearly six
years to complete repairs on just a portion of the original 34
million lines of code found in their oumputcrs it seems all but
inevitable that the Social Secunty system will collapse

[ ] Progranune:s quahﬁed enough to make Y2K repalrs ‘are

_scarce. First ChJcago Natlonal Bank now admits itis havmg 50
much trouble finding even remotely qualified progmrnmers
they have been forced to hire programmers | from the former
Commiunist Bloc countries. Pen Hollist, senior vice president
of First Chicago admits he doesn’t plan on going to bed the
evening before Januvary 1, 2000. “We will set up a command
center at the bank, and we have a crisis plan just in case,” he
recently told a group of fellow bankers,

M Virtually none of the major telephone companies around the

world are Y2K compliant at this late date in the game,
including those in the U.S., UK, Australia, Canada, New
Zealand, Sweden, Ireland, South Africa, and Norway. Some
U.S. phone companies have yet to even inventory the
computers that run their telephone exchanges, and have no
way of knowing if they will be compliant or not by January 1,
2000. The Financial Times of Londen recently warned that
“Some nations may be shut owt of the international phone
system in 2000 and beyond" because of Y2K glitches in the
embedded microprocessors built into all telephone exchanges.

W CitiCorp recently publicly criticized that the vast majority of its
telephone and other telecommunications service suppliers have
“no common millenium compliance definition, no consistent
way of achieving compliance, have started too late to achieve
compliance, have provided nebulous, misleading and incorrect
information in regards to compliance, and have been unaware
of the totality and extent of the vital changes that need io be
made.” Analysts wamn that if Citicorp’s telecommunications
systems go down, Citicorp goes down!

B U.S. Comptroller of the Currency Eugene Ludwig recently
wamed that the Y2K problem is “more serious than we had
imagined,” and further stated banks and financial firms who
have not yet developed a compliancy plan “may find that help
is unavailable at any price.” Ludwig concluded by saying that
“even among larger banks, where the problem seems fo be
well understood, the steps being taken to meet it were offen
Sfound to be inadequate.”

B Reuters news service recently reported that “Ifonly 5% to 10%

of the wold's bank payment systems do not work on January 1,
2000, it will create a global liquidity lock-up. " Translation: the
entire world banking system will collapse if even a tiny
fraction of the banking payment systems fail.

M Canada’s Auditor General recently told the "Canadian

Parliament “We are concerned that if progress continues at the
rate we have observed, it will likely be too slow to overcome
the Year 2000 threat. Systems that support major government
programs and essential services may fail, and continuous
delivery of these programs and services could be at risk.” Bob
Moman, general manager of IBM Canada, confirmed the
problem stating, “The government must channel all of its
resources into the Year 2000 project, or all systems will fail.”

M The Chief Information Officer for the IRS stated in October



.

. that the tax agency is working feverishly to correct its 120
mission-critical systems, but sheepishly admitted that’ he
doubts the TRS will find all of the lines of code needed to be
fixed in time. o S g

W Joe! Williamson, spokesman for the U8, Government
Accounting Office recently testified before the Government

Reform and Oversight Committee that,” “Jt is becoming

increasingly clear that agencies will likely be unable to correct -

all noncompliant systems before 2000 -...contingency plans
MUST be prepared so that. core. business functions  can
continue to be performed even if systems have not been made
compliant. “Translation: We've got to figure out how to Tun
the govemment without these failing computers — somebody,
please ..help!

B The Electrical Power Research Industry recently published a
guidebook to help power companies cope with Y2K problems.
Here's how the report ends, “Unfortunately, not everything is
going to work, regardless of how well you do your job. Itisa
good idea 10 have a standby staff ready and waiting on
January 1, 2000, and to be ready to deploy them as required.”
Translation: Get ready for chaos.

M A recent survey of U.S. Public Utility companies revealed that
fully one-third of the nation’s utilities had not even started to
comect their Y2K_ problems, and another third are severely
behind. All utilities depend upon computers for the generation,
distribution and transmission of their respective capabilities,
such as electricity, water and natural gas. According to former
State Representative Porter Davis (R-Oklahoma City),
authorities now expect 20% of utilities to fail,

B Reuters News Service has recently quoted oil industry experts
as warning that the Y2K problem could shut down North sea
oil platforms and paralyze the oil industry, if date- sensitive
embedded chips used in the platforms are not checked and
replaced. Unfortunately, many of these microprocessor chips
are deep below sea level. According to Reuters, the problem is
exasperating oil industry experts because “A single offshore oil
platform may contain over 10,000 of these date sensitive
chips” and there’s little chance all of them can be found. David
Trim of Shell Oil’s Year 2000 Team wams that a worldwide
«commercial meltdown” is a real risk. “We're talking about
something akin to the aftermath of awar,” he told Reunters.

What’s going to happen when the conventional news
media begins reporting these facts to the American public? As
one observer states, “It will take only 72 hours for frightened
consumers to strip supermarket shelves bare. Bank depositors
will rush in droves to withdraw their savings. Jittery investors
will pull completely out of the market. Wall Street will be in
surmoil, and the panic will spill over to every industrialized
country on earth.”

What all of this means is that the threshold of public
awareness — and its resulting public panic — will most
likely be reached sooner than the computer crisis itself —
much sooner! With this in mind, a wise person would “panic
early, panic small.” That is, don’t wait to get mauled in the
mass public panic that will unfold as consumers catch on to
the true extent of the crisis. Act now, while there is still
stability and calm in the markets (the stock market and the
supermarket). Make sure you have long since prepared by the

time everyone else is asking in panic “What should I do?”

In short, because of the growing acceleration of public
awareness of Y2K, you don’t have very much time to prepare

for what will soon be known as the test social, political
and financial crisis mankind has faced since the t plagues
“of the’ 14" century that wiped out one-third of E . Only

" instead of a deadly bacterid, you, me and several billion other

* hapless souls worldwide now face 2 devastating virus — a
“ computer virus that is all too able to lay low wester society
“and transport the major industrialized nations back into the

-

e high tech world of the 1940's and 50's. And if the banks

(our system of payments) implode, we could be faced with the
Jower tech world of the 1840s and 1850s.

How long has it been since you've had to cook without 2
gas or electric stove? How long has it been since you’ve gone
without air conditioning and heating? How long has it been
since you've had to store water in drums, or haul it indoors
from a well (If you're fortunate enough to have a well!)? How
long has it been since you’ve had to travel on foot? How long
has it been since you've had to live without a refrigerator or
freezer in which to store perishable goods? How long has it
been since you've had to grow your own food? These_are
questions you had better be thinking about, because we face
multiple systems failure in the Y2K crisis! The risk to our
accustomed way of life is extensive.

Here are some more questions you need to have the
answers to right now: When the computers go down, what’s
going to happen to the company that runs your pension fund
.ihe agency responsible for your government retirement,
your Social Security check, or your govemment bond
investments? How about the bank in charge of your mortgage
_or the institution which holds your mutual funds?

The banking collapse alone will be enough to destroy the
economy. Here are a few more questions you need to start
asking yourself right now: “How is the company I work for
(or run) going to survive when the banking system goes
down?” “Who's going to even bother showing up for work, if
the banks can’t process paychecks or access accounts?” “How
am I going to buy food for my family?” “What am I going to
use to pay my bills, when my bank has shut its doors?”

‘What Can You Do to Protect Yourself?

A very important question. Yet, the answers are not
simple. First, despite the fact that everyone who has
researched the Year 2000 Computer Crisis realizes that it is a
significant problem, no one knows exactly how bad it will be.
The estimates range from expensive (as in trillions of dollars)
to a full —— and chaotic — break-down of society. Personally,
1 hope and pray the crisis will be solved relatively easily and
without the social turmoil that is all-too possible if
government services, our banking system, and our nation’s
power grid break down.

The fact is, no one knows exactly what will happen. That’s
why I believe that you shoutd make reasonable preparations
for what can happen and not just prepare for what you hope
(perhaps too optimistically) will happen.
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Computer glitch may

snarl Medlcare hoo

WASHINGTON POST

WASHINGTON—Medlca:e may put off
giving more money to pbysuclans and hospitals
if computer software repairs for the Year 2000
problem aren’t made on tima.

povernment internal memo, dated June

11,i indicated that Year 2000 repairs and

reprogramming for legislative changes to the,

Medicare program-could not be done at the -
same time.

The computer problem facmg the Medicare
program is among the most complex in the
federal government. The Health Care Financ-
ing Administration, which sets Medicare poli-
cie§, relies on 60 contractors to operate and

maintain databases and software programs
that process 900 million payments a year for
nearly 33 million Medicare beneficiaries.

The contractors, mostly health insurance
companies, operate seven different systems,
with more than 22 million lines of software

_code, that use dates to make treatment and'

billing calculations. -

in many computer systems of a two-digit
" dating system that assumes that 1 and 9 are

-the first two digits. of the year. Without

reprogramming, the computers will recognize

*“00” not as 2000 but as 1900, which will cause

the computers to shut down or melfunction.
The Health Care Financing Administration

Harry Truman would have done it.
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2000 computer problem.

noost

fears t.he contractors will not be able to finish
repairing their computers if they also have to
reprogram -them for the annual Medicare
payment increase scheduled for January, 2000.

At a House hearing earlier this month, John
J. Callahan, an assistant secretary of health
and human services, said the Clinton adminis-

- tration would ensure that doctors and hospi-
" The Year 2000 problem stems from the use -

tals do not encounter ‘cash flow problems or
what have you” in the event Medicare com-

- puters malfunction on Jan. 1, 2000.

The health care finance agency, for example,
could advance money to doctors and hospitals in
1999 to cover the opening months of 2000, or
pay them at current rates and then make up any
shortfall after computers were reprogrammed.

“At this pace, the bridge to the -.
21stcentury may not be epen when
7 Mr. Forbes said.

we get there,
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15:34 04 Jun RTRS-Lawmakers concerned over electronic futures trade

By Tom Doggett

WASHINGTON, June 4 (Reuters) - Members of Congress are worrisd that a proposal
tao develop the nation’'s first electronic exchange for trading futures contracts an
U.S. Treasury securities”may result in a market that could be &3 ¥y manipulated.
~——Theé Lommodity Futures Trading CommisSion is reviewing Lthe proposed Siectronic
market, which would be jointly develcped by the New York Cottcn Exchange and Cantor
Fitzgerald LP.

The electronic exchange’s futures contracts would be based on the value of the
U.S. Treasury‘'s 30-year bond, 10-year nate, five-year note and two-year note, and
would compete with similar contracts listed at the Chicago Board of Trade, as well as
threaten the "open outecry" method of trading done there.

In separate letters received by the CFTC in the last week, members of Congress
have told the sgency they are concerned that, in part, Cantor may have too much
control over the electronic exchange and the CFTC may rmﬁfé—ﬁ“ﬁﬁ'p—ﬂm_s’e tabs
on how the market would Operate.

"The unprecedented system proposed..presents a host of serious issues that must
be answered satisfactorily before the commission grants approval," four key
Democratic senators said in a letter toc the CFTC this week.

The letter was signed by Senate Minority Leader Tom Daschle of Scouth Cakota, Tom
Harkin of Iowa, Patrick Leahy of Vermont and Tim Johnson of South Dakota. All four
are _members of the Senate Agriculture Committee, which oversees the CFTEC.

.The lawmakers said they are worried that Cantar's influence over the elactronic
exchange would be too strong, as the firm's employees would operate the terminals for
executing trades on the exchange and disseminate the pricing data.

Similar concerns were raised by other lawmakers. The chairman ard a ranking member
of the House Agriculture Committee told the CFTC they are warried that Cantor would
control eight of the 13 directors on the exchange's board.

"That concentration of dominant market power in one firm raises possible anti- _
cempetitive and conflict-of-interest concerns that could undermine public confidence,"
said Republican Representatives Bob Smith of Oregon and Thomas Ewing of Iilingis.

The two lawmakers suggested the CFTC hold off acting on the proposal until
Eongress can rewrite the federal trading law to accommodate electronic markets like
the one being proposed.., .

"We presume you would share our concern that the commission not establish any
precedents in this area that would complicate the reform process by offering a
blueprint for others to follow in connection with futures trading in other
commodities,” Smith and Ewing said in their joint letter.

Realizing that 100,000 futures industry jobs are at stake in Chicago if the
electronic exchange is successful, 20 members of the Illinois congressional delegation
sent a joint letter to the CFTC expressing doubts about the proposed market.

"The significant substantive issues that this application raises...are compounded by
the possible two-tier market it eould create in U.S. Treasury securities futures and
related aoptions, at the expense of traditional exchanges where those instruments are
already being traded,” the delegation said. _

NYCE President Joce O'Neill downplayed the concerns raised by the lawmakers, which
he said are similar to issues already brought up by the CBOT.

"The concerns raised in thaose letters have been acked (by the CFTC) and answered
by us)"™ D'Neill told Reuters.

The CFTC last week resumed its review of the proposed exchange after the NYCE
and Cantor provided additicnal data that agency staff wanted on how the martet would
operate.

As for who would control the electronic exchange, O'Neill said the NYCE board wouls
handle all the decisions relating to regulation, compliance issues and clearing of
trades at the exchange, while Cantar would be responsible faor marketing the exchange
and designing its contracts.

Q'Neill also said he expects the electronic exchange will be running by early
summer and heé pointed out that CFTC staffers have said the market proposal is among
their "top priorities.”

{((Washington energy desk, 202 898 B320

———
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Z:21 20 May RIRS-Sateliite mishap shaws vulneraliility of systems

By Jonathan Wright

WASHINGTON, May 20 (Reuters) - When a U.S. commercial communications satellite went
aut of control on Tuesday evening, it could have bheen the start of a Space Wars
scenario dreaded by the US. military.

It turned out a computer had malfuncticned, putting the satellite at the wrong

angle to the earth and cutting off services to amillions to Americans.
No foul play was é.m-efﬁdq.—wv

But other possible causes are very much on the minds of U.S. military planners as
they try to keep up with the rapid explosion of space systems for civiiian and
nilitary purposes.

"Hundreds af satellites circle the gicbe. Nearly half of thase 600-plus satellites
are American. They raeprasent an investment of more than $100 billion," said General
Howell Estaes, commander of LS. Space Command.

"This investment must be protected —- from natural and_man-made threatbs,
ac-cidental and imtentional threats," he added, wrifDmg I a comnantary broadcash on
tha Internet. :

Their commercial value aside, many af the satsilites have a military furnction —-
for communications, navigstion, recannaissance amd Dnitelligence gathering.

Increasingly the civilian and military functions are interwoven, complicating the
rask of protecting U.8. military assets and denying the use of sinilar asseks to an
SNEMy.

Take pagers, for example -- ane of the services wurst affeckted by the
5f the Galaxy 4 satsllite, operated by FanAmSat of Gresnwich, Tonnechticut.
niltion and 43 million pagers wenk out of service.

TSI E0dErs I Kuwail fow Carry Shmilar pagers on which Lo receive early warning
3f an attack. The systen depends an a conmarcial aetwork, pessibly on 2 sateliike like
“he BGalaxy 4.

"There's always a trade-off when you decide to rely an the commercial. It's
“heaper in the short run bubt it does leave you somewhat more vulnerable,” said
_awrgnce Korb, senior fellow at the Brookings Institute and a former d=fense official.

"The military probably does have backup for its mast vital systems. But it leads
g the whole issue of will a potential enemy try to blind us by going after our
satellites before the cunflict starts. How do you protect them?" he added.

The U.S. military does have two promising space war attack systems, the Kinetic
Thergy Anti-Satellite System {KE-ASAT) and the MIRACL graund-based laser, bubt these
~amain hostage to intermpational and domestic politics, clearly frustrating spacs
scisptists and thelr miliktary customers.

KE-ASAT has been living off funds granted by Congress over the adninistration’s
soposition, But President Bill Clinton, wielding his newly acguired gower to veto
specific projects, has cut the 338 milllon from the 1998 budget.

“1f there's money available in 1999 we could conduck a praof of principls flight
~ithin 18 months. T would nesd $465 milllon ta do two flight tests,” said Dick Fisher,
director of the Missile Defense and Space Technolcgy Center In Alabama.

In the kest flight, a rocket would take a "kill vahicle" up Inteo space. The kIill
sehicle would then capturse and drag a satellite down toward the atmosphers, whare it
~ould burn up.

Thae U.S. military fired the MIRACL laser at a satellite last October butbt has been
oy about the outcaome, on the grounds that it does nobt want to Jdiscuss how
vilnerable its ocwn satellites might be to enamy aktback.

"Any threat tao our use of space is & threat to our nabtion’'s securiby. As we have
aratectad national and economic security on land, sea and alr for mores than 200
s2ars, we must be prapared to defend ouw interests In space,” sald Estes.

"From camputer hackers tamperimg with_satellites, to electroonl- Jjamming gf
satellite Signals, Fo actual anti-satellite weapons —- man—made wnethods already exist
Y3 challenge America in space," the general added.

Jammning has already happenad, during a commercial dispute in early 1297 bhebween
Indonesian and Tongan companies, discupting television broadcasts in parts of Asia.

Korb said the United States had little ko fear in the short term from potential
space aggressors. "We are gretbty far ahead and the guestion is wha2ther the United
States can sebt up a regime where you don't militarize space, where we pramise not Lo
shaat down other geopla’'s satellites,” he said.

In the meantime, the greatest threat of all probably comes from a much more
nundane source —— sSpace debris.

The U.S. government calculated last yesar that, with more thamn 33 million pieces of
nan-made detris arbiting the Earth, the planned International Space Station has a
mne-in-five chance of having & serious collision over 10 years.

‘Dur satellites need to be designed to survive collisigns awith-tihg debrls we can't
3 =3y vor outl of the path of deoris we can sea," General Esktes said.
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SECURITY

HOW SAFE Vi,
IS THE NET? W

For most businesses, not safe
enough. So they're building their

own private networks
he first sign that so s tampering
olobal data network is a

warning message that appears on a com-
puter monitor nicknamed “Prozac.” Every
second or two, another one pops up, indicating
that an uninvited guest is logging onto the net-
work that GTE operates for National Semicon-
ductor, cvs, Taco Bell, and 300 other corporations
and government agencies.
Most of the time, it’s GTE engineers making

adjustments to the network—something the two
men who watch the sereen can tell by glaneing
at the color-coded messages. But every so often,
a speaker in the corner of the eramped room
calmly intones, “Red Alert,” and the guys
straighten up in their chairs. Eyes narrowing,
they quickly type commands that might catch an
intruder from the “demilitarized zone” outside
the network’s hardened firewalls.

With so much talk about the billions to be
made Tn_F-commerce, you would think the Net

eady was secure for business. Nob exactly.
While some Transactions, incuding E-mail and
simple home banking, can be protected through
basic encryption, the secure environment that
businesses need to earry out lots of confidential
transactions still doesn’t exdist.

Indeed, concerns about, security run so deep
that they are siowing use of the public Interngt
by corporalions. Fear, says Jack Danahy, direc-
Tor of security services at GTE Internetwork-
ing, “is having a negative effect on the rate
people are adopting the Web” for business-to-
business transactions. The reality is that fewer
than one in geven companies is willing to link its
critical applications to the Net, according to a re-
cent survey by the Open Group, a eonsortium of
global companies pushing for security standards.

Most experts believe the delays are tem-
porary. E-commerce, after all, was devel-
oping well before the Internet’s recent
explosive growth and has been steadily
building momentum. Today, while
awaiting better Internet security, com-
panies continue to invest in private net-

works that, in reality, run on the public
telecommunications system—just as Gen-

% § cral Electrie, General Motors, and IBM have

NET FACT
More than 80%
of companies
say security 2
is the leading
barrier to
expanding
electronic links
with customers
and partners
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done since the 1970s,

LICENSE TO HACK. Then there’s the ultimate
private network—SWwIFT, the international bank
settlement system based in Brussels. T\@tg_r_&

sponsibility for nearly gi trillion in electronie
money transfers every day amo e world's
gmﬂg‘&rm_ﬁn_,gﬁ__.z-mgﬂl-sﬂ-
‘ered_using the public Internet, nstead,
SWIFT is spending hundreds of millions of

dollars to link member banks with dedi-
cated fiber. The result looks more like 2
fortress than the long-heralded Informa-
tion Superhighway. “Security is the primary
driver,” says Schrank. “That’s different from
the Internet, which was built as an academic
exercise.”
Promoters of the Internet and eyberspace
in general view such private networks as per-
ccpssary but backward. For one thing,
are expensive. And because
 they don't take advantage of
: pst celebrated attribute: ubiquity.
. businesses are willing to forego ubiquity
ntain security. “Without a common set of
specifications and products that guarantee secu-
rity and reliability, the Internet may simply be-
come an interesting public-access network,” says
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Michael Sullivan-Trainor, an analyst at Interna-
tional Data Corp. in Framingham, Mass.
How hack-prone is the Internet? Even cocky

WWMF%&@‘
mined h gsurmount any barrier Private
networks have higher walls, but they are not im-

pregnable. Last year, a group of Texas hackers
snatched unlisted phone numbers and personal
credit information from private networks run
by SBG, GTE, Mcl, and Sprint—and wreaked
$500,000 of damage. But what scared telephope
companies and_the FBI mosf was the group’s
ability to gain control of coré programs, known
% TOOL Access, enabling the transgressors to
Tergute calls from FBI crime centers to sex chat

lines in Hong Kong and Moldova.
The good news is that so much talent is being
dedicated to improving computer security.

UNKNOWN ACCOUNTS added to your system. Hackers may have cre-
ated a back door onto your network.

EXCESSIVE LOG-ON FAILURES With enough knocking, hackers can
force some doors on your intranet to open—and some accounts don't
automnatically close after a certain number of attempts.

UNEXPECTED CRASHES or reboots of the computer. Some hacks
require the addition of new code, followed by a reboot to load it. If you
didn't just reboot your system, who did?

MISSING LOGS or gaps in records. Sometimes, hackers can only cov-
er their tracks by deleting portions of files. Gaps, then, become the
telltale tracks.

HEAVY TRAFFIC after midnight. Do you do a lot of communing with
your Asian office? If not, think about why your midnight-to-sunrise
traffic suddenly exceeds your daylight loads.

SYSTEM LOGS that quickly fill up. Each company is different, but
these critical logs are usually spare because only a few people have
access. |f a hacker is impersonating a “sys-op,” you'll see it here.

[ATA: FRICE WATERHOUSE SURYEY

Netseape, Microsoft, 1BM, Cisco, and Lucent have
all made it a research priority. And startups
are turning it into a market. Its leaders include
Checkpoint Software, Network Associates,
VeriSign, Security Dynamics and its rsa sub-
sidiary, and Entrust, which have a combined
market eap of about $11 billion.
E-PASSPORTS. Their primary strategy emulates
the military doctrine of deterrence: make it so
expensive for interlopers to gain access that it
simply isn't worth the cost. Companies do this
by constructing concentric layers of encryption,
using quick-changing passwords, and adopting
devices known as digital certificates. The cer-
tificates act as electronic passports, strictly lim-
iting entry to different areas of the network.
None of these defense schemes is cheap, how-
ever. And in the end, says GTE's Danahy, “You're
protecting yourself against a risk that you can’t
quantify all that well.” Barclays Bank PLC, for in-
stance, caleulates that it costs about $800,000 a
year to maintain each of its three major fire-
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walls, “Even for a large corporation, that’s a
major expense,” says Paul G. Dorey, group op-
erational risk director for Barclays.

Many companies now sell off-the-shelf fire-
wall products. But the systems must be cus-
tomized, since no two companies will make the
same decisions about which employees or outside
customers should have access to different ar-
eas on the network. Monitoring and maintaining
the firewalls also soaks up plenty of human re-
sources. As for digital certificate systems, im-
plementation costs run about $185,000 for a
large business and nearly as much each year
to keep current. Meanwhile, user authentica-
tion, which relies on rapidly changing passwords,
can cost as much as $4 million to roll out across
a big organization, ’

ARE YOU CERTIFIED? But, wmnggﬁ‘]bﬁi-
ness across the Intermet, your security is only as

ood o) -commetree ners.

any companies hooking partners up to an ex-
tranet now specify the types of routers, fire-
walls, and security procedures each partner
must employ to safeguard the extranet connec-
tion hefore turning it en. Cisco Systems Ine. is
going one step further. The networking giant
sends its own security engineers to examine 2
partner’s defenses and holds the partner liable
for any security breach that originates from its
computers.

Federal Express Corp.’s challenge is to main-
tain security as it manages 60 million electronic
tfansactions every day. Some 140,000 employees
usE 7ts_systems, which have all sorts of infor-
malion be kept confidential: account
nambers, container contents, and even home ad-
dresses of senior executives at customer com-
panies. “A loss of trust would be very expen-
sive,” says Tom Buss, FedEx's senior manager
for data protection.

In May, the company began distributing digi-
{al certificates to all its employees, These unique
IDs cling to the owners wherever they roam in
FedEx's vast compnter system, and they are
required each time a user seeks access to certain
computers or records. They raise barriers
agai‘itin_te’r_tl}gl/t@g@,?ho are al least as
common as attackers from the outside. One big
advantage of certificates, Buss says, is that em-
ployees need to remember only a single pass-
word to activate their digital certificates when
they log on at the beginning of & computer ses-
sion. After that, access—or denial—is automated
and invisible.

Even if such approaches spread rapidly, how-
ever, they represent only a partial fulfillment
of the promise of Web commerce—the promise
of ubiquitous access at low cost. That leaves
many companies waiting for stronger assurances
before moving more of their business online.
Says Sullivan-Trainor: “Business folks can’t walk
into the Internet naked and expect it to give
them the kind of coverage they need to de busi-
ness.” For now, at least, companies have to

bring their own suits of armor.
By Paul C. Judge in Boston
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The Digital Bazaar

COMMENTARY
By Neil Gross & Ira Sager

CAUTION SIGNS
ALONG THE ROAD

Business, consumers, and techies
are grappling with the Net’s perils

ompanies are tearing up the track in

the race to realize Internet-based elec-

tronic commerce. That’s fine. Fortune

will certainly favor the swift. But it
pays to consider some of the ellow

af have flashed along the roadway—and
OML_IWM@&

The Net already feels Jammed at times,
even though E-commerce is still in its infan-
cy. And there are other obstacles. Technieal
standards remain to be worked out. Security

iwﬂmr%ﬁ
@ftural questions that cut to the core of how
people choose fo amuse
themselves. How
.-——'-—-‘-—F'

many after-work hours will ordinary con-
sumers be willing to spend shopping online?
The Net has already demonstrated a capacity
to correct its own errors. E-commerce will
certainly not be derailed. But there will be
jolts and delays along the way. .

Congestion is the most obvious challenge.
By the year 2000, the number of devices
equipped to tap into the far-flung Info High-
way will shoot to 233 million, up from 16
million in 1995, according to market re-
searcher International Data Corp. (IDC).
Nearly 46 million people will be buying
goods and services over the Net, up from 4
million who do so now. A decade after that,
1pC envisions 1 billion wired consumers—
with Net links to countless information ap-
pliances in the home, from smart Tv-get-top
boxes to refrigerators that alert the service
shop when they need repair.

REROUTING TRAFFIC. Yet congestion is main-
Iy a technical problem—exactly the kind of
thing smart engineers can finesse. They're
already handing out fast cable and digital-
phone modems to consumers who are curs-
ing slow 28.8-kilobit Internet access. Busi-
nesses also will learn to avoid legjams on
the Web by using backup computer servers
and by routing some types of traffic at odd
hours or along less-traveled pathways.
Through such steps, companies can probably
cope with “flash erowds” which IBM re-
searcher Steve R. White expects to occur as
more businesses mount widely publicized on-
line sales and other events. :
Security and privacy are
knaottier
day, Net security

is practi -
Iw says
ack Danahy, director of
security services at GTE
Internetworking Services.
“The Internet is 2 medium de-
veloped to provide wide access to

information,” he points out. “But
secirity means being able to re-

ternal snoops, your network man-
agers probably seal off access
to certain areas of the compa-
ny using “fire walls” and oth-
er techniques. But open In-
ternet standards weren’t
designed with such secrecy
in mind. And when compa-
nies take ad hoc measures,
they wind up sporting a
host of incompatible soft-
ware systems, making
communications more
cumbersome. Here again,
the techies will proba-
bly rescue us. Security

e e mn e R TaTmE e s = s o TS S m TS s wmosmmder ot e —
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- Worried about hackers and in-
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Companies
may invest
$23.6 billion
by 2002 to
upgrade their
E-commerce
systems,
according to
ActivMedia

The Digital Bazaar

is a hot research pursuit in Silicon Valley and
in dozens of academic computer-science labs.
This is not to suggest that business man-
agers can sit back and wait for the gear
heads to cook up all the necessary fixes.
E-commerce is too critical to be left under
the stewardship of any one group. Besides,
not all the solutions can be digitally crafted.
Academics and engineers will have a hard
time resolving issues about personal privacy,
which are more social than technical. Infor-
mation wants to be free,
we are repeatedly in-
formed by the rapt dis-
ciples of Internet bard .
John Perry Barlow. But - [
whose information do
they mean? The growth

PRIVACY Encryption helps. But with

marks that clearly identify each site’s privacy
policies, so that Net users will be able to
make informed decisions.

In the same ad hoc fashion, groups of
tech-savvy businesspeople hope to resolve
the most rancorous debates over technical
protocols. Right now, the lack of comman
standards threatens E-commerce in several
ways. Thousands of corporations, for exam-
ple, are automating their manufacturing,
shipping, and warehouse activities by in-
stalling sweeping enter-
prise programs from the
likes of Oracle, $aP, and
PeopleSoft. These pro-
grams don’t swap data |
with one another easily.
And neither do the com-

erime of the ne illen-
nium, according to Nat-
savvy crimefighters, is

“dentity theft,” in
which_crooks spiff out
your Social Security
numpber and a lew other
stFay bils oI da

sssume vour identit
and acquire credit cards

’EI.
swgﬂg_ﬂaf

o
name. Not exactly what
‘Bariow, had in mind.
Should we forbid
campanies to stockpile
personal data on individ-
uals? Probably not. En-
forcing such a ban
would be nearly impossi-
ble. And if it were im-
posed, it would present
an entirely different
kind of threat te¢ E-com-
merce, Internet busi-
nesses have had a hard

more personal data flooding online,
consumers fret about crimes such as
“identity theft."

STANDARDS Businesses running
crucial corporate-software programs
from Oracle, SAP, and Peoplesoft can-
not swap data easily. Robust standards
are missing.

CONGESTION You think today's traffic
jams are bad? Wait until 2000, when
233 million devices are wired to the
Net—15 times the number in 1395,

BOOKKEEPING Businesses must
streamline their order and payment
processes befere attacking E-com-
merce. Most just carry old ways onto

QUALITY Networks, which businesses
are ever more dependent on, crash

'CULTURE Millions of people are

alreadly glued to PC screens all day.
Many will balk at additional hours of
screen-gazing for home shopping and

panies that install them.
Where ad hoe associa-
tions ean’t tread—deep
inside corporate beard
rooms—pressure to be-
come more efficient may
be the best safeguard
against threats to E-

comumerce. ManF compa-
nies, for example, show
WOTTISOIe SIpns ol
“fFansporting Eaa busi-
=5 practices directly
onto the Net. Gartner
Group vice-President
Vinnie Mirchandani has
3 favorite example of
this. Even when dealing
with trusted suppliers,
he says, manufacturers
often require repeated
checking of purchase,
shipping, and receiving
documents to make cer-
tain they match. Typical-
ly, each such mateh may

time dreaming up mod-
els for revenue streams

entertainment.

E that can actually deliver profits. One of the

most. promising business approaches invelves
tracking people’s preferences online and tai-
loring products to those users, or else selling
the information to others who wish to do so.
Throttling the flow of data—if it's even possi-
ble—would shut off one of the most promis-
ing Net-based business opportunities.

CLEAR LABELS. Fortunately, there are less
radical solutions. Indeed, like a living organ-
ism, the Net has already spawned features
that may thwart the worst privacy abuses.
The model herc may be TRUSTe, a body cre-
ated by the Electronic Frontier Foundation
to make clear how different Web sites deal
with user privacy. The purpose is not to pre-
vent sites from iracking visitors’ explo-
rations. The group audits Web sites, and
then permits them to display so-called Trust-
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cost the company $150

in lahor, tools, and re-
views hefore the purchase order gets issued.
Freewheeling Internet comrmunications offer
a means of slaghing this redundancy—but
businesses aren’t taking advantage of it.
“Companies simglﬁ don't trust their suppli-
ers,” complains Mirchandan.
=&l they must learn to, and they will. In
the 1980s, companies rushed to reengineer
flawed business practices, spurred by noth-
ing more than the need to compete more ef-
fectively in a global economy. If Net-based
businesses don™t tear up old approaches to
orders and inventories, they'll soon find that
competitors who did so are racing past
them. Learning, in the end, is what this
whole business is all about.

Neil Gross and Ira Sager write about com-
puters and information technology.




Peter Dasiiva for The New York Times
Paul Kocher of Cryptography Research holds
smart card and a modified reader he developed
help decipher the digital code of the cards that
used by banks and financial institutions.

ode Breaker /g%'g ﬁés 2%,

9%

By PETER WAYNER

To the companies in the smart card

business, Paul Kocher may be too

smart for their ¢wn good.

For. the last year, Mr. Kocher's
four-man consulting firm in San
Francisco has kept big credit card
companies and banks on edge by

‘sharing details of his discovery of a

way to break into the newest version
of smart cards — creditcard size
devices that contain a tiny computer
chip and can be used for a variety of
purposes inciuding storing so-called
digital cash. : .
Although Mr. Kocher’s intent has
been to warn the industry and sell it
possible sclutions, his expertise, in
the hands of thieves, counterfeiters or

- impostors, couid compromise the se-

curity safeguards of smart cards,
which are coming into widespread
use in this country and in Europe.
The cards are at the center of the
plans by the banking and credit card
industries to cut costs and improve
wmnce by replacing
conVéntional magnetic-stripe cards
with ones that not only can act as a
debit or automated-teller-machine
card but can also be loaded with
digital cash that would function as
legal tender wherever merchants
have digital-cash decoder terminals.
Public confidence in the technology
will be crucial to the industry’s plans.
And that may help explain why, since
word leaked of Mr. Kocher's break-in

rt Cards’ Digital Safe

methods two weeks ago, the indus-
tries promoting smart cards have
tended to play down his technique by
calling it a “laboratory attack™ that
could be replicated by perhaps a
handful of peopte around the world.

“Chip cards are the most secure
technology around,” said Steve
Schapp, the executive vice president
of Visa International in charge of
developing smart cards. ““They are
very hard to break.”

Mr. Kocher and his colleagues
were able to crack the digital code
designed to make the smart cards
tamper proof by drawing mathemati-
cal inferences from the fluctuating
electrical power consumption of the
chip. It is a sophisticated type of
analysis, but the rudimentary ‘“lab-
oratory”’ — in this case a three-room
office suite, 'some garden-variety
PC’s and several thousand dollars of
electronics equipment — indicates
that it does not require elaborate
tools to crack what is supposed tobe a
highly secure digital safe.

As details of the technique circu-
late, as they invariably do in the
hacker underground, imitators will
almost certainly try to duplicate Mr.
Kocher's experiment. For his part,
Mr. Kocher, who at 25 is already a
well-known expert in cede breaking,
said, “As the expertise becomes
more widely availabie, the threats
will become mere than academic.”

Peter Neutnann, a computer scien-

Continued on Page 2
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Code Breaker Cracks Digital Smart Cards
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tist at SRI International, a research
group in Menlo Park, Calif., said the
approach had “enormous potential
as another technique for breaking
weakly designed and badly imple-
mented devices.”

-+ Though already in wide use as
bank cards in Egrope, smart cards in
this country have been mainly used
so far for controlling access to build-
ings and protecting against fraudu-
lent use of new types of cellutar
telephones,” But American banks
have begun experimenting with the
cards, as Chase Manhaitan is doing
in a test of Mastercard Internation-
al's Mondex system on the Upper
West Side of Manhattan,

-Banks trust that the computer
chips embedded in tamper-resistant
packaging will act like a virtual
branch office, dispensing money and
gediting accounts to the right peo-

e,

But if someone could break
threugh the card’s defense, thenthat
person could conduct fraudulent
transaciions, load countarfeit digital
cash onto the cards arc create various
other forms ischief
-__S_O even as smart-card executives
seek to play down the threat posed by
Mr. Kocher's discovery, and they
stress that no known break-ins of his
sort have occurred in the real world,
the industry knows it must continu-
ously improve smart-card software
and hardware,
. “In a sense, this is an
the attackwlalm’ﬁ_ysﬂg‘lit%gygg”
gartRichard Fletcher, the head of
sirategy and planning of Master-
c:ard § Mondex smart-card division.

-

arms race;

“The only defense and the best de-
fense against future attacks is to
keep moving and keep changing.”
Gerald Hubbard is the vice presi-
dent of marketing’ in the United
States for Bull Smart Cards, a com-
pany that says it has shipped more
than 120 million money-carrying
smart cards throughout the world.
He said that his company had known
about the Kocher type of attack for
more than four years and had in-

Virtual guards are
sought to protect
digital money.

stalled safeguards to thwart it. But,
Mr. Hubbard satd,
say a card is 100 percent immune."”

In fact, some other industry execu-
tives expect it to take perhaps two
years before there will be smart
cards and related hardware that will
he impervious ta Mr. Kocher's type
of attack. Mr. Kocher said he had
approached the smart-card industry
last year with the details of his dis-
covery because he knew that crimi-
nals might also use the same tricks.
But he said that he did not publicize

his findings so that the industry

would have time to adopt defenses,
including techniques for which he
has filed for patents and is now li-
censing to the companies,

He publicty announced the smart-
card security flaw two weeks ago,
only after The Australian Financial

‘“You can never.

Review published an article about
his break-in technique.

Mr. Kocher’s company, Cryptog-
raphy Research, analyzes and tests
computer security hardware and
software for many of the leading
computer companies. His_discover-
ies of flaws in supposedly Secure
technologies Tiave drawn attention in
tEe past— ? i) g?_?g, when he Tound
that he could break into smart cards
by simply timing how long it took
them to process data. .

In the case of this newly disclosed
smart-card problem, Mr. Kocher and
his colleagues found that the cards’
consumption of electrical power
could disclose wvital information
about the secret key that protects the
money or other data on the chip. -

By watching the menitor of an
oscilloscope, a device that measures
the power use an a screen similar to
the way a cardiac monitor displays a
patient’s heart action, Mr. Kocher's

team was able in some cases to use -

the electrical pattetn Irom - Single
transaction to decipher the key tn the
code, In other cases, they were
‘Torced to use more sophisticated sta-
‘tistical techniques to analyze the re-
sults from as many as 1,000 transac-
tions:

Mr. Kocher said his team had
spent at least as much time locking
for solutions as it had in identifying
the security flaw. A possible remedy
involves masking the transaction in
digital noise by adding meaningless.
random calculations that would con-
sume random amounts of current.

Another possible solution, which
according to Mastercard officials is
being incorporated in the latest ver-
sion of its Mondex smart-card soft-
ware, is to vary the order of the




By monitoring the
power consumption
of smart cards, an
axpert in electronic
security has dis-
covered a way to
crack the code that
protects informa-
tion on the cards —
credit-card size
devices that con-
tain a tiny computer
chip and canbe -
used for g variety of
purposes, includ- -
ing storing so-
called digital cash.
Here is how the
security code can
be breached.

Source: Cryptography
Fesearch

" amounts of power. By

Cracking the Code

LOOKING FOR
PATTERNS

When the card
isinuse,its
microchip per-
forms a number
of operations,
each of which
requires different

hooking the card up to an oscilloscope, a
machine thatrecords power use, the
distinctive patterns from each operation
can be recorded. Above are six opera-
tions done by a smart card in 1.68 micro-
seconds. As recorded by the oscillo-
scope, operations A and F are identical,
as are C and D. This series of peaks
occurs whenever the card performs that
series of operations: If one peak is
omitted at some point, it would indicate
an important change in the computation.

DOING MORE
ANALYSIS
Because
locking at the
pattern created
by a number of
computational
cycles is not
enough to
figure out the
security codes, other types of analysis
are needed, like the example abave.
Each point on these peaks depicts an
average of four cycles like the ones
above. The sequence of sight peaks
indicates a part of an encryption
operation that protects information on the
card. The presence or absence of spikes
between these peaks gives analysts a.
piece of the encryption key, of which
further, similar analysis may reveal
additional pieces.

SF’IKES_;

EIGHT PEAKS

operations in the software to make it
more difficult to identify patterns in
the consumption of power.

A banking industry goal with
smart cards ig to cut costs imi-
nating the need for central approval
of a debit or credit transaction. By
sdme estimates, the marginal costs
for clearing a smart-card transac-
tion are well under a penny.

Credit card transactions, however,

typically require_a_lopg-distance

computer network and a large cen-
eal, and the transaction eventually
means billing a customer and cash-

ing the payment checks. These steps
add up to 25 cents a transaction, on

. average, compared with about a pen-

ny for a smart-card transaction, in
which all the authorization informa-
tion — and even the money itself —
can be contained on the card’s chip.

To create an audit trail that might
help track fraud, however, Visa In-
ternational’s smart-card system
uses merchant terminals that report
transactions to a central data base at
the end of each day.

“We don’t feel it is a good idea to
have the security depend upon the
chip itself,” said Philip Yen, a senior
vice president of Visa International
“We think it's more important to
have complete system security.”

Mr. Fletcher, of Mastercard's

The New York Times

Mondex, contends that including any
sort of central control runs counter
to the purpose of a smart card —
giving customers the ability tw use
the money on a card just like cash.

“The critical point of any ‘digital
cash system is that you're off line,”
he said. "“There’s no on-line link at
that point. You’'re critically depend-
ent upon the card's security.”

As the banks debate the security
trade-offs, there is one certainty:
Paul Kocher and others like him will
continue to look for chinks in the
smart-card armor. And as Mr. Ko-
cher likes to rgmind the industry,
“We have not yet encountered a card
that couldn't be broken.” '



Researcher Discovers Flaw in Software
Used on Web to Encrypt Transactions

By Don CLARK Q[
Staff Reporter of THE WaALL STREET JOURNAL

-A researcher at Lucent Technologies
Inc.’s Bell Labs unit has discovered a

software flaw that could allow thieves to .

decode electronic-commerce transactions
under some circumstances.

The researcher, Daniel Bleichen-
bacher, said he found a way that a well-
equipped computer hacker could decode
the contents of an Internet session pro-
tected by the standard encryption scheme
used in most World Wide Web commerce.
But the attack requires a special connec-
tion to siphon off Internet traffic, and the
ability to send about a million specially
crafted messages {o a Web site operator.
By analyzing electronic responses to the
messages from the Web sites, an attacker
could get information that could be used to
decode an intercepted session, Mr. Blei-
chenbacher said.

Though the attack hasn't yet been
used, Mr. Bleichenbacher's notification
triggered feverish activity by makers of
software used on server machines te man-
age Web commerce. The software compa-
nies, including Netscape Communications
Corp., Microsoft Corp. and Security Dy-
namiés Technologies Inc.’s RSA Data Se-
curity Inc. unit, said they have already
begun to distribute software code that is
believed fo fix the problem.

“We are taking it very seriously,” said
Debby Meredith, a Netscape senior vice
president of customer satisfication. “'We
were on the phone all day yesterday with
customers, all day today and we'll be on
the phone again tomorrow.”

The security of electronic commerce is
a sensitive issue, in part because the
market is taking off rapidly. Sales through
Web sites are taking a growing share of the
market for books, airline tickets, securities
and several other product categories. Con-
sumners this year are expected to spend $3.3

Vb qf hillion over the Web, Forrester Research

Inc. estimales, and business purchases are
running at several times that rate.

Software makers have sold hundreds of
thousands of Web server programs that
use a standard encryption scheme knowin
as secure sockets layer, or SSL, which
relies on technology developed by RSA.
Netscape said it has already supplied the
fix to some of its largest electronic-com-
merce customers, including BankAmerica
Corp. and Charles Schwab Corp.

“There are a series of interlinked Web
sites that will provide customers with
upgrade patches to fix the problem,” said
Scott Schnell, an RSA vice president. “If
all goes well we witl have nipped this thing
in the bud before a significant attack ever
takes place.”

To intercept an electronic-commerce
transaction, a computer hacker would
need a physical connection to one of the
server computers that passes messages
along the Internet, such as the machines
operated by Internet service providers,
Mr. Bleichenbacher said. To decode an
intercepted message, the attacker would
send about one milion messages back to
the electronic-commerce server, and then
examine the error messages that server
sends back in response.

Mr. Bleichenbacher said he developed a

.mathematical formula that was able to

analyze the error messages to generate
software code needed to unscramble the
original message. Besides the difficulty of
generating one million messages, execu-
tives at RSA and Netscape noted that the
sheer volume of messages would make it
easy to detect an attack.

Mr. Bleichenbacher said he had only
demonstrated the attack in a laboratory
setting. But RSA's Mr. Schnell said that
the company’s researchers had validated
the dangers of the discovery.
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‘Good’ hackers being recruited

for front hne of com

By Robert Trigaux Gb""b‘

ST. PETERSBURG TIMES f yj/

Ira Winkler doesn't mince
words about the Ina [5)
businesses. to profect t emselves
against hackers,

"M tZn teach g monkey to hack a
computer system in two .-

e former technology
tor ot‘ the International Computer
Security Assoctation.

One-time Tampa consultant
Jack Kerivan became s0 con-
cerned his hacking tools could fall
into the wrong hands that he
designed his break-in programs to
self-destruct every 30 days.

Scott Ramsey, who set-up Ernst
&: Young's national computer
security team, gives corporations
a_B- for their securi% efforts but
a D+ for execulfion. “It pays to be
paranoid,” he warns. ?

Good-guy hackers—known as
“ethical” or ‘“white hat” hack-
ers—are part of a fast-expanding

and cock ecurity tron-
bleshooters deﬂ‘isgg g : b%gﬂt

corporat
ncreasingly linked to the Int t

idre as easy to penetra g fists
%‘ @u@ Jell-O.
enial, corporate Amer-

ica is starting to listen. Company-
approved test attacks by ethical
hackers are cropping up nation-
wide. So far,-their efforts are
rarely unsuccessful.

In San Antonio, ethical hackers
at Cisco-WheelGroup Corp. spring
their attacks on corporate custom-
ers.from a “war room” run by ex-
military types from the Air Force
Information Warfare Center. From
a windowless room in the New
York suburbs, IBM’s security

squad launches its hacks on doz-

ens of corporate customers. In
Miami, an Ernst & Young team
recently hacked with ease into the
network of a high-tech client in
the Tampa Bay area

~ 'Work is plentiful. N
every three companie§ rspondmg

e er sysfems in the
pést yea.r That’s up Irom per-

cent in the 1997 survey and 42
percent in 1996. -And while com-
pany computer systems were hit
both internally and externally,
companies’ Internet connections
were cited increasingly as a fre-
gquent point of attack.

But security expertise does not
come cheap. Ethical hackers, espe-
cially those backed by big corpo-
rate and consulting names, regu-
larly charge $20,000 to $200,000,
depending on the depth of their
attack and the size of the business
client's network. -

American companies spent
about $6.3 billion on computer
security last year to combat cotn-
puter fraud, theft of proprietary
company software and industrial
espionage, according to the
research firm DataQuest. The
market is expected to double to
$13 billion by 2000.

Security experts say companles
simply will have to pay to play on
a secure Internet.

Besides assaults from malicious
hackers, companies face threats
from dis worker's and ex-
employees., Competing busi-
fiesses—under the buzzword “com-
petitive intelligence’’—increas-
tngly are snooping on-line for
information to help make a big
sale or gain a technological edge.

Corporations in some industries
also must guard against intru-
sions from tech-hungry foreign
governments—in particular
China, France, Israel, Japan, Ger-
many and Russia—that converted
their cold-war spy machinery into
“seonomic espionage” units.

French intelligence allegedly

has Spied on U.S. compaliles by
electronically snooping on U.S.

- businessmen flylng on Air France

between New York and Paris.

And Germany's Federal Intelli-
gence Service had been successful
A ecoToMiv-espionage

¥) onage by using a

top-secret computer facility out-

side Frankfurt to break into data
networks and databases of compa-
nies and governments around the
world, according to a report by
Edwin Fraumann, an FBI agent.

The blg fees paid for corporate
security are attracting hackers
with more troubling credentials.

puter security

Many are swapping their old
black-hat ways for white-hat pay-
checks, jumping into the poten-
tially lucrative corporate com-
puter security business.

Among the “reformed” is Yobie
Benjamin, a hacker for 20 years
who now works as the technieal
security guru at Cambridge Tech-
nology Partners, a Massachusetts
network consulting firm. Best
known for finding flaws in
Microsoft's Windows NT operat-
ing software, Benjamlin says he
hires white-hats, thotigh many are
reformed street hackers now in
their 30s. )

Large companies don’'t seem to
mind. Last month, Benjamin's
company invited data security
managers from three dozen For-
tune 1,000 companies to attend
“New Hack Towr,” a seminar on
the latest hacking trends. They
were dismayed to hear of dozens
of new network hacks making the
rounds.

Six years ago. a massive party
was thrown by a young computer
bulletin board operator who goes
by the name Dark Tangent. That
party evolved into the DefCon
annual convention, the biggest
hacker gathering in the country.
And Dark Tangent, who in real
life is Jeff Moss, now provides
security consulting for San Jose's
Secure Computing Inc.

The trend of hackers-turned-
consultants makes for some lively
debate.

“Would you trust an ex-burglar
or an ex-arsonist?” Ken Lindup, a

- senior consultant at security spe-

cialist SRI Consulting, asked at a
recent security conference.

Lindup gives a thumbs down to
hiring once-nasty hackers to wan-
der through company computer
systems. Avoid the temptation, he
advises.

On the flip side, many tradi- .
tional hackers suspicious of Big
Brother aren’t happy about their
brethren defecting to the security
establishment. Compiained one
hacker: "It’s like Anakin Sky-
walker (Luke Skywalker’s father,
before he became Darth Vader in
Star Wars) being seduced by the
Dark Side of the Force.”




